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Research Activity Indicators

Indicators according to Google Scholar at October 16, 2022:

Number of citations 3,625

h-index 28

i10-index 51

Source: https://scholar.google.es/citations?user=ieVO6-kAAAAJ
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February 2022 —  Senior Research Scientist
HP Labs, Bristol
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January 2012 — February 2020
October 2011 — February 2020
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October 2007 — December 2011

Research Visits

Lecturer/Researcher

Faculty of Engineering, Mondragon University, Spain
Researcher & Project Manager

DeustoTech, University of Deusto, Spain

Assistant Professor

Faculty of Engineering, University of Deusto, Spain
Head Researcher & Director

DT - Computing Research Unit

DeustoTech, University of Deusto, Spain

Adjunct Professor

Faculty of Engineering, University of Deusto, Spain
Research Assistant

DeustoTech, University of Deusto, Spain

July 2016, 12th — August 2016  Visiting Research Professor

Education

Research in Web Tracking and Security
Carnegie Mellon University (CMU), PA, USA

— Ph.D. Degree in Computer Science

University of Deusto, Spain — October 27, 2011

Dissertation Title: “New Approaches for Malware Detection based on Information Retrieval”
Advisor: Prof. Pablo G. Bringas

Grade: Excellent “Cum Laude”



— M.Sc Degree in System Security

University of Deusto, Spain — June 2011

Final Project: “Contributions to Malware Detection”
Advisor: Prof. Pablo G. Bringas
Grade: 10/10

— Computer Engineering Degree (equivalent to M.Sc)

University of Deusto, Spain — 2007.

Final Project: “IMUSH: A Secure P2P Music Streaming Service”.

Grade: “Notable” (equivalent to 8/10)

Publications

Journal Papers

[J.25]

[J.24]

[J.23]

[J.22]

[J.21]

[J.20]

[J.19]

I. Sanchez-Rola, D. Balzarotti, I. Santos. Cookies from the Past: Timing Server-side Request
Processing Code for History Sniffing. ACM Digital Threats: Research and Practice Journal
(DTRAP) vol 1, n 4, New York, NY, 2020.

I. Sanchez-Rola, X. Ugarte Pedrero, I. Santos, PG. Bringas. The Web is Watching You: A
Comprehensive Review of Web Tracking Techniques and Countermeasures. Logic Journal of
IGPL vol 25 n 1 (Special Issue CISIS 2015), 18-29. ISSN (online): 1368-9894, ISSN (print)
1367-0751. IF: 0.461 (JCR 2014) - 12/21 in LOGIC - Q3

I. Garcia-Ferreira, C. Laorden, I. Santos, PG. Bringas. A survey on static analysis and model
checking. Logic Journal of IGPL vol 24, n 6 (Special Issue CISIS 2014), pp. 871-882. ISSN
(online): 1368-9894, ISSN (print) 1367-0751. IF: 0.461 (JCR 2014) - 12/21 in LOGIC - Q3

J. de-la-Pefia-Sordo, I. Pastor-Lopez, X. Ugarte-Pedrero, I Santos, PG. Bringas. Anomaly-
based user comments detection in social news websites using troll user comments as normality
representation. Logic Journal of IGPL vol 24, n 6 (Special Issue CISIS 2014), pp 883-898.
ISSN (online): 1368-9894, ISSN (print) 1367-0751. IF: 0.461 (JCR 2014) - 12/21 in LOGIC

-Q3

TA. Almeida, T.P Silva, I. Santos, J.M. Gomez-Hidalgo. Text Normalization and Semantic
Indexing to Enhance Instant Messaging. Knowledge-Based Systems vol 108, pp. 25-32. 2016.
ISSN (online): 1368-9894, ISSN (print) 1367-0751. DOI: 10.1016/j.knosys.2016.05.001 IF
(JCR 2014): 2.947 - 16/123 in COMPUTER SCIENCE, ARTIFICIAL INTELLIGENCE - Q1

P Galan-Garcia, J. Gaviria de la Puerta, C. Laorden, I. Santos, PG. Bringas Supervised machine
learning for the detection of troll profiles in twitter social network: application to a real case of
cyberbullying. Logic Journal of IGPL (2015) 24 (1): pp. 42-53. ISSN (online): 1368-9894,
ISSN (print) 1367-0751. IF: 0.461 (JCR 2014) - 12/21 in LOGIC - Q3

C. Laorden, P Galan-Garcia, I. Santos, B. Sanz, J. Nieves, PG. Bringas, Jose Maria Gomez-
Hidalgo Negobot: Detecting paedophile activity with a conversational agent based on game
theorys. Logic Journal of IGPL (2015) 23 (1): pp. 17-30. ISSN (online): 1368-9894, ISSN
(print) 1367-0751. IF: 0.461 (JCR 2014) - 12/21 in LOGIC - Q3
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[J.16]

[J.15]

[J.14]

[J.13]

[J.12]

[J.11]

[J.10]

[J.9]

[J.8]

C. Laorden, X. Ugarte-Pedrero, I. Santos, B. Sanz, J. Nieves, PG. Bringas Study on the effec-
tiveness of anomaly detection for spam filtering. Information Sciences, Volume 277, 1 Septem-
ber 2014, pp 421-444, ISSN: 0020-0255, IF: 3,643 (JCR) - 6/132 in COMPUTER SCIENCE,
INFORMATION SYSTEMS - Q1

A. Santamaria-Ibirika, X. Cantero, M. Salazar, J. Devesa, 1. Santos, S. Huerta, PG. Bringas
Procedural approach to volumetric terrain generation. The Visual Computer September 2014,
Volume 30, Issue 9, pp 997-1007, ISSN: 0178-2789, IF: 1.07 (JCR) - 46/105 in COMPUTER
SCIENCE, SOFTWARE ENGINEERING - Q2

X. Ugarte-Pedrero, 1. Santos, I. Garcia-Ferreira, S. Huerta, B. Sanz, PG. Bringas On the adop-
tion of anomaly detection for packed executable filtering. Computers and Security Volume 43,
June 2014, Pages 126-144, ISSN: 0167-4048, IF: 1.07 (JCR) 1.172 - 59/135 in COMPUTER
SCIENCE, INFORMATION SYSTEMS - Q2

I. Pastor-Lopez, J. de-la-Pefia-Sordo, S. Rojas, I. Santos, PG. Bringas Machine vision for sur-
face defects categorisation in foundries based on machine learning. DYNA-Ingenieria e In-
dustria Volume 8, n 3, pages 325-332. IF: 0.20 (JCR) 1.172 - 82/87 in ENGINEERING
MULTI-DICIPLINARY- Q4

I. Santos, C. Laorden, B. Sanz and PG. Bringas Reversing the Effects of Tokenisation Attacks
against Content-Based Spam Filters. International Journal of Security and Networks (IJSN),
v 8 n 2, pages 106-116, ISSN (online): 1747-8413, ISSN (print): 1747-8405. SJR: 0,186
(SCOPUS 2011) - 59/82 en Safety, Risk, Reliability and Quality- Q3

B. Sanz, I. Santos, C. Laorden, X. Ugarte-Pedrero, J. Nieves, PG. Bringas y G. Alvarez MAMA:
Manifest Analysis for Malware Detection in Android. Cybernetics and Systems: An Interna-
tional Journal, v 44 n 6-7, pages 469-488 ISSN (online): 1087-6553, ISSN (Print): 0196-
9722. IF: 0,973 (JCR 2012) - 14/21 in COMPUTER SCIENCE, CYBERNETICS - Q3

J. Nieves, I. Santos and PG. Bringas Utilizacién de algoritmos de meta-clasificacion para la
mejora de los Modelos Predictivos de Control. Revista Dyna, v 88 n 3, pages 291-299. ISSN
(online): 0012-7361, ISSN (print): 1989-1490. IF: 0,237 (JCR) - 81/90 in ENGINEERING,
MULTIDISCIPLINARY - Q4

I. Santos, E Brezo, X. Ugarte-Pedrero and PG. Bringas Opcode Sequences as Representation of
Executables for Data-mining-based Unknown Malware Detection. Information Sciences, v 231,
pages 64 - 82, ISSN: 0020-0255, 2013. IF: 3,643 (JCR) - 6/132 in COMPUTER SCIENCE,
INFORMATION SYSTEMS - Q1

C. Laorden, B. Sanz, I. Santos, P Galan-Garcia and PG. Bringas Collective Classification for
Spam Filtering. Logic Journal of the IGPL, v 21, n 4, pages 540-548, ISSN (online): 1368-
9894, ISSN (print) 1367-0751. IF: 1,136 (JCR) - 1/19 in LOGIC - Q1

X. Ugarte-Pedrero, 1. Santos, C. Laorden, B. Sanz, and PG. Bringas Collective Classification
for Packed Executable Identification. Computer Systems Science & Engineering, v 28 n 1,
pages 25-36, ISSN: 0267-6192. ISSN. 0267-6192 IF: 0,076 (JCR) - 100/100 in COMPUTER
SCIENCE, THEORY & METHODS - Q4

I. Santos, X. Ugarte-Pedrero, E Brezo, PG. Bringas y J.M. Gémez-Hidalgo NOA: An Infor-
mation Retrieval Based Malware Detection System. Computing And Informatics, v 32, pages



145-174, ISSN: 1335-9150, 2013. IF: 0,254 (JCR 2012) - 108/114 in COMPUTER SCIENCE,
ARTIFICIAL INTELLIGENCE - Q4

[J.7] B. Sanz, J. Nieves, C. Laorden, I. Santos and PG. Bringas BUSCADORES ON-LINE: de la
recuperacion de la informacién a la generacion del conocimiento. Revista Dyna, vol. 88 n 4
pp. 392-394, ISSN (online): 0012-7361, ISSN (print): 1989-1490, IF: 0.237 (JCR 2012) -
81/90 in ENGINEERING, MULTIDISCIPLINARY - Q4

[J.6] 1. Santos, J. de-la-Pefia-Sordo, 1. Pastor-Lépez, P Galan-Garcia and PG. Bringas Automatic
Categorisation of Comments in Social News Websites. Expert Systems With Applications, v
39 n 18, pages 13417-13425, 2012. ISSN: 0957-4174. IF: 1,854(JCR 2012) - 13/78 en
OPERATIONS RESEARCH & MANAGEMENT SCIENCE - Q1

[J.5] C.Laorden, I. Santos, B. Sanz, G. Alvarez, PG. Bringas Word Sense Disambiguation for Spam
Filtering. Electronic Commerce Research and Applications, v 11, n 3, pages 290-298, 2012,
ISSN: 1567-4223. IF: 1,472 (JCR 2012) - 37/132 in COMPUTER SCIENCE, INFORMATION
SYSTEMS - Q2

[J.4] I Santos, C. Laorden, B. Sanz and PG. Bringas Enhanced Topic-based Vector Space Model for
Semantics-aware Spam Filtering. Expert Systems With Applications, v 39 n 1, pages 437-
444, 2012, ISSN: 0957-4174. IF: 1,854(JCR 2012) - 13/78 en OPERATIONS RESEARCH &
MANAGEMENT SCIENCE - Q1

[J.3] J. Nieves, B. Sanz, C. Laorden, I. Santos, PG. Bringas, and A. Perallos Hacia una sociedad
inteligente basada en la Internet de la Cosas. Revista Dyna, v 86 n 4, pp 386-388 ISSN (on-
line): 0012-7361, ISSN (print): 1989-1490 IF: 0.237 (JCR 2012) - 81/90 in ENGINEERING,
MULTIDISCIPLINARY - Q4

[J.2] 1. Santos, E Brezo, B. Sanz, C. Laorden and PG. Bringas Using Opcode Sequences in Single-
Class Learning to Detect Unknown Malware. IET Information Security, v 5 n 4, pages 220-227,
2011. ISSN (print): 1751-8709, ISSN (online):1751-8717. IF: 0,143 (JCR 2011) - 131/133
in COMPUTER SCIENCE, INFORMATION SYSTEMS - Q4

[J.1] J. Nieves, 1. Santos and PG. Bringas Model Predictive Control on High Precision Foundries,
a New Approach for the Prediction Phase. Revista de Metalurgia, v 47 n 4, pages 197-204,
ISSN (print): 0034-8570, ISSN (online): 1988-4222. IF: 0,202 (JCR 2011) - 63/75 en
METALLURGY & METALLURGICAL ENGINEERING - Q4

Edited Journal Special Issues

[EJ.2] PG. Bringas, I. Santos, E. Onieva, E. Osaba, H. Quintian, E. Corchado

Special issue HAIS 2015: Recent advancements in hybrid artificial intelligence systems and its
application to real-world problems NeuroComputing, vol 326, 69-70.

[EJ.1] BG. Bringas, I. Santos, E. Onieva, E. Osaba, H. Quintian, E. Corchado
Special Issue HAIS15-IGPL Logic Journal of the IGPL, 2017, Vol. 25 No. 6.



Edited Proceedings

[EP1] E. Onieva, I. Santos, E. Osaba, H. Quintian, E. Corchado Hybrid Artificial Intelligent Systems

10th International Conference, HAIS 2015, Bilbao, Spain, June 22-24, 2015. ISBN: 978-3-
319-19643-5 (Print) 978-3-319-19644-2 (Online)

Book Chapters

[B.3] I. Santos, C. Laorden, X. Ugarte, B. Sanz and PG. Bringas Spam Filtering through Anomaly

Detection. Part IV: Security and Cryptography. E-Business and Telecommunications, v 314,
pages 203-216, ISBN (online): 978-3-642-35755-8, ISBN (print): 978-3-642-35754-1.

[B.2] PG. Bringas and I. Santos Bayesian Networks for Network Intrusion Detection. Bayesian Net-

work, Ahmed Rebai (Ed.), ISBN: 978-953-307-124-4, Sciyo, pp. 229-244,

[B.1] L Santos, J. Nieves, PG. Bringas and Y.K. Penya Machine-Learning-Based Defect Prediction in

High-Precision Foundry Production. Structural Steel and Castings: Shapes and Standards,
Properties and Applications, Lena M. Becker (Ed.), ISBN: 978-1-61728-104-4, Nova Science
Publishers, pp. 259-276.

Conferences

[C.77]

[C.76]

[C.75]

[C.74]

[C.73]

[C.72]

O. Llorente-Vazquez, 1. Santos, I. Pastor, PG. Bringas The Neverending Story: Memory Cor-
ruption 30 Years Later Proceedings of the International Conference on Computational Intel-
ligence in Security for Information Systems (CISIS), Bilbao, Spain. 2022

I. Sanchez-Rola, D. Balzarotti C. Kruegel, G. Vigna, I. Santos Dirty Clicks: A Study of the
Usability and Security Implications of Click-related Behaviors on the Web Proceedings of the
International World Wide Web Conference (WWW), Tapei, China 2020 (acceptance rate:
19.2%) Top-tier Conference. CORE A*

I. Sanchez-Rola, D. Balzarotti, I. Santos BakingTimer: Privacy Analysis of Server-Side Request
Processing Time Proceedings of the Annual Computer Security Applications Conference (AC-
SAC), San Juan, Puerto Rico, US, 2019 (acceptance rate: 22.6%) Top-tier System Security
Conference. CORE A

I. Sanchez-Rola, M. Dell’Amico, P Kotzias, D. Balzarotti, L. Bilge, P Vervier, I. Santos Can I
Opt Out Yet? GDPR and the Global Illusion of Cookie Control Proceedings of the ACM Asia
Conference on Computer and Communications Security (ASIACCS), Auckland, New Zeland,
2019 (acceptance rate: 17.0(acceptance rate: 17%) Tier-2 System Security Conference.

I. Sanchez-Rola, 1. Santos, D. Balzarotti Clock Around the Clock: Time-Based Device Finger-
printing Proceedings of the 25th ACM Conference on Computer and Communications Se-
curity (CCS). Toronto, Canada, 2018. (acceptance rate: 16.6%) Top-tier System Security
Conference. CORE A*

Media coverage: New Scientist | Metro | TechNews | ...

I. Sanchez-Rola, I. Santos. Knockin’ on Trackers’ Door: Large-Scale Automatic Analysis of
Web Tracking Proceedings of the 15th Conference on Detection of Intrusions and Malware &
Vulnerability Assessment (DIMVA). Saclay, France, 2018. (acceptance rate: 35.29%) TIER
2 System Security Conference



[C.71]

[C.70]

[C.69]

[C.68]

[C.67]

[C.66]

[C.65]

[C.64]

[C.63]

[C.62]

I. Sanchez-Rola, I. Santos, D. Balzarotti Extension Breakdown: Security Analysis of Browsers
Extension Resources Control Policies Proceedings of the 26th Usenix Security Symposium
(Sec), Vancouver, Canada, 2017 (acceptance rate: 16.28Top-tier System Security Con-
ference. CORE A*

Media coverage: SecurityWeek | BleepingComputer | Ghacks(1) | Ghacks(2) | FayerMayer |...

I. Sanchez-Rola, Davide Balzarotti, I. Santos. The Onions Have Eyes: A Comprehensive Struc-
ture and Privacy Analysis of the Tor Hidden Services Proceedings of the World Wide Web Con-
ference (WWW). Perth, Australia. 2017. (Acceptance rate: 16.9%)Top Tier Conference.
CORE A*

Media coverage: New Scientist | Daily Mail | DeepDotWeb | Jornal Ciencia |...

1. Diez-Franco, I. Santos. Data is Flowing in the Wind: A Review of Data-Flow Integrity Meth-
ods to Overcome Non-Control-Data Attacks. Proceedings of the 9th International Conference
on Computational Intelligence in Security for Information Systems (CISIS). Donostia-San
Sebastidn, Spain. 2016. CORE B

I. Diez-Franco, 1. Santos. Feel me Flow: A Review of Control-Flow Integrity Methods for User
and Kernel Space. Proceedings of the 9th International Conference on Computational Intel-
ligence in Security for Information Systems (CISIS). Donostia-San Sebastian, Spain. 2016.
CORE B

X. Ugarte-Pedrero, D. Balzarotti, I. Santos, PG. Bringas. RAMBO: Run-time packer Analy-
sis with Multiple Branch Observation. Proceedings of the 13th Conference on Detection of
Intrusions and Malware & Vulnerability Assessment (DIVMA). San Sebastian, Spain. 2016.
(acceptance rate: 31.8%). TIER 2 System Security Conference

I. Androulidakis, S. Huerta, V. Vlachos, 1. Santos. Epidemic Model for Malware Targeting Tele-
phony Networks. Proceedings of the 23rd International Conference on Telecommunications
(ICT). Thessalonica, Greece. 2016.

J. Gaviria de la Puerta, B. Sanz, I. Santos, PG. Bringas. Using Dalvik Opcodes for Malware
Detection on Android. Proceedings of the Hybrid Artificial Intelligent Systems 2015. Lecture
Notes in Computer Science vol 9121, pp 416-426. ISBN: 978-3-319-19643-5. CORE C

J. Gaviria de la Puerta, B. Sanz, I. Santos, PG. Bringas. The Evolution of Permission as Feature
for Android Malware Detection. Proceedings of the International Joint Conference CISIS-
SOCO-ICEUTE 2015. Lecture Notes in Computer Science vol 9121, pp 416-426. ISBN:
978-3-319-19643-5. CORE B

I. Sanchez-Rola, X. Ugarte-Pedrero, 1. Santos, PG. Bringas. Tracking Users Like There is No
Tomorrow: Privacy on the Current Internet. Proceedings of the International Joint Conference
CISIS-SOCO-ICEUTE. Advances in Intelligent Systems and Computing vol. 369 pp 473-483.
ISBN: 978-3-319-19712-8. CORE B

X. Ugarte-Pedrero, D. Balzarotti, I. Santos, PG. Bringas. SoK: Deep Packer Inspection: A
Longitudinal Study of the Complexity of Run-Time Packers. 36th IEEE Symposium on Security
and Privacy, 2015, May 18-20th. Top Tier Conference. CORE A*



[C.61]

[C.60]

[C.59]

[C.58]

[C.57]

[C.56]

[C.55]

[C.54]

[C.53]

[C.52]

L. Pastor-Lépez, 1. Santos, PG. Bringas. Surface Defect Categorization of Imperfections in High
Precision Automotive Iron Foundries using Best Crossing Line Profile. Proceedings of the 10th
IEEE Conference on Industrial Electronics and Applications (ICIEA), 2015. ERA A

J. de-la-Pefia-Sordo, 1. Santos, PG. Bringas Using Compression Models for Filtering Troll Com-
ments. Proceedings of the 10th IEEE Conference on Industrial Electronics and Applications
(ICIEA), 2015. ERA A

A. Santamaria-Ibirika, X. Cantero, S. Huerta, I. Santos, PG. Bringas Procedural Playable Cave
Systems Based on Voronoi Diagram and Delaunay Triangulation. Proceedings of the 2014
International Conference on Cyberworlds (CW), pp 15-22. CORE B

J. Nieves, I. Santos, PG. Bringas, A. Zabala, J. Sertucha. Enhancing the stationary state
prediction in Model Predictive Control systems to avoid Dross defect in heavy-section foundries.
Proceedings of the IEEE 9th Conference on Industrial Electronics and Applications (ICIEA),
2014, pp. 424 - 429. DOI: 10.1109/ICIEA.2014.6931200. ERA A

T.P Silva, I. Santos, T.A. Almeida, J.M. Gomez-Hidalgo. Normalizacdo Textual e Indexagdo
Semdntica Aplicadas na Filtragem de SMS Spam. Anais do XI Encontro Nacional de Inteligén-
cia Artificial e Computacional (ENIAC’14), Sdo Carlos, Brazil. Best paper award

I. Garcia-Ferreira, C. Laorden, I. Santos, PG. Bringas A Survey on Static Analysis and Model
Checking. Proceedings of the International Joint Conference SOC0O’14-CISIS’14-ICEUTE14,
Bilbao, Spain. Advances in Intelligent Systems and Computing Volume 299, 2014, pp 443-
452. CORE B

I. Santos, P Galadn-Garcia, C. Laorden, J. Nieves, B. Sanz, PG. Bringas, J.M. Gomez-Hidalgo.
An Empirical Study on Word Sense Disambiguation for Adult Content Filtering. Proceedings of
the International Joint Conference SOCQO’14-CISIS’14-ICEUTE’14, Bilbao, Spain. Advances
in Intelligent Systems and Computing Volume 299, 2014, pp 537-544. CORE B

J. de-la-Pefia-Sordo, 1. Pastor-Lépez, X. Ugarte-Pedrero, I. Santos, PG. Bringas. Anomalous
User Comment Detection in Social News Websites. Proceedings of the International Joint Con-
ference SOCO’14-CISIS’14-ICEUTE’14, Bilbao, Spain. Advances in Intelligent Systems and
Computing Volume 299, 2014, pp 517-526. CORE B

I. Pastor-Lépez, I. Santos, J. De-La-Pefia-Sordo, I. Garcia-Ferreira, A. Gonzalez-Zabala and
PG. Bringas. Enhanced Image Segmentation using Quality Threshold Clustering for Surface
Defect Categorisation in High Precision Automotive Castings. Proceedings of the 8th Interna-
tional Conference on Soft Computing Models in Industrial and Environmental Applications
(SOCO). Salamanca (Espafia), 11-13 de Septiembre 2013. International Joint Conference
SOCO’13-CISIS’13-ICEUTE’13. Advances in Intelligent Systems and Computing Volume 239,
2014, pp 191-200. ISBN: 978-3-319-01853-9.

P Galan-Garcia, J. Gaviria-de-la-Puerta, C. Laorden, I. Santos and PG. Bringas. Supervised
Machine Learning for the Detection of Troll Profiles in Twitter Social Network: Application
to a Real Case of Cyberbullying. Proceedings of the 6th International Conference on Com-
putational Intelligence in Security for Information Systems (CISIS). Salamanca (Espafia),
11-13 de Septiembre 2013 International Joint Conference SOCO’13-CISIS’13-ICEUTE’13.
Advances in Intelligent Systems and Computing Volume 239, 2014, pp 419-428. ISBN: 978-
3-319-01853-9. CORE B



[C.51]

[C.50]

[C.49]

[C.48]

[C.47]

[C.46]

[C.45]

[C.44]

[C.43]

B. Sanz, 1. Santos, X. Ugarte-Pedrero, C. Laorden, J. Nieves, and PG. Bringas. Anomaly
Detection using String Analysis for Android Malware Detection. Proceedings of the 6th In-
ternational Conference on Computational Intelligence in Security for Information Systems
(CISIS). Salamanca (Espafia), 11-13 de Septiembre 2013 International Joint Conference
SOCO’13-CISIS’13-ICEUTE’13. Advances in Intelligent Systems and Computing Volume 239,
2014, pp 469-478. ISBN: 978-3-319-01853-9. CORE B

I. Santos, I. Mifambres-Marcos, C. Laorden, P Galan-Garcia, A. Santamaria-Ibirika and PG.
Bringas Twitter Content-based Spam Filtering. Proceedings of the 6th International Confer-
ence on Computational Intelligence in Security for Information Systems (CISIS). Salamanca
(Espafa), 11-13 de Septiembre 2013. International Joint Conference SOCQO’13-CISIS’13-
ICEUTE’13. Advances in Intelligent Systems and Computing Volume 239, 2014, pp 449-458.
ISBN: 978-3-319-01853-9. CORE B

J. De-La-Pefia-Sordo, I. Santos, I. Pastor-Lopez and PG. Bringas. Social News Website Mod-
eration through Semi-supervised Troll User Filtering. Proceedings of the 6th International
Conference on Computational Intelligence in Security for Information Systems (CISIS). Sala-
manca (Espafia), 11-13 September 2013. International Joint Conference SOCQO’13-CISIS’13-
ICEUTE’13. Advances in Intelligent Systems and Computing Volume 239, 2014, pp 577-587.
ISBN: 978-3-319-01853-9. CORE B

B. Sanz, I. Santos, X. Ugarte-Pedrero, C. Laorden, J. Nieves, and PG. Bringas. Instance-based
Anomaly Method for Android Malware Detection. En Proceedings of the 10th International
Conference on Security and Cryptography (SECRYPT). Reykjavik (Iceland), 29-31 July 2013,
pp. 387-394, ISBN: 978-989-8565-73-0. CORE B

I. Santos, J. Nieves, PG. Bringas, A. Zabala, and J. Sertucha. Supervised Learning Classifica-
tion for Dross Prediction in Ductile Iron Casting Production. Proceedings of 8th IEEE Confer-
ence in Industrial Electronics and Applications (ICIEA), Melbourne (Australia), 19-21 June
2012. ERAA

J. Nieves, I. Santos, and PG. Bringas Evolutionary Programming to Adjust the Process in High
Precision Foundries. In Proceedings of 8th IEEE Conference in Industrial Electronics and
Applications (ICIEA), Melbourne (Australia), 19-21 June 2012. pp. 912-917. ERA A

I. Pastor-Lopez, 1. Santos, J. de-la-Pefia-Sordo, M. Salazar, A. Santamaria-Ibirika, PG. Bringas.
Collective Classification for the Detection of Surface Defects in High Precision Foundry. In Pro-
ceedings of 8th IEEE Conference in Industrial Electronics and Applications (ICIEA), Mel-
bourne (Australia), 19-21 June 2012. pp. 941-946, ISBN: 978-1-4673-6320-4. ERA A

J. de-la-Pefia-Sordo, I. Santos, I. Pastor-Lopez, and PG. Bringas. Filtering Trolling Comments
through Collective Classication. In Proceedings of the 7th International Conference on Net-
work and System Security (NSS), Madrid (Spain), 3-4 June 2013. J. Lopez, X. Huang, and
R. Sandhu (Eds.): LNCS vol. 7873, ISBN: 978-3-642-38630-5, pp. 707-713, 2013. CORE
B

B. Sangz, I. Santos, J. Nieves, C. Laorden, I. Alonso-Gonzalez, PG. Bringas. MADS: Malicious
Android Applications Detection through String Analysis. In Proceedings of the 7th Interna-
tional Conference on Network and System Security (NSS), Madrid (Spain), 3-4 June 2013.
J. Lopez, X. Huang, and R. Sandhu (Eds.): LNCS vol. 7873, ISBN: 978-3-642-38630-5, pp
178-191, 2013. CORE B



[C.42]

[C.41]

[C.40]

[C.39]

[C.38]

[C.37]

[C.36]

[C.35]

[C.34]

[C.33]

I. Santos, C. Laorden, B. Sanz, and PG. Bringas. JURD: Joiner of Un-Readable Documents to
Reverse Tokenization Attacks to Content-based Spam Filters. In Proceedings of the 9th IEEE
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VARIOT: VULNERABILITY AND ATTACK REPOSITORY FOR IOT. Funded by: Connecting Europe
Facility. European Comission. Ref: TENtec n. 28263632. PI (Mondragon Unibertsitatea):
Urko Zurututuza Budget (MU): 288,130€

TRUSTIND: CREATING TRUST IN THE INDUSTRIAL DIGITAL TRANSFORMATION. Funded by:
Elkartek 2020. Basque Government. Ref: N/A. PI (MU): Urko Zurututuza Budget (MU):
177,000€

SENDAI: SEGURTASUN INTEGRALA INDUSTRIA ADIMENTSURAKO. Funded by: Elkartek 2019.
Basque Government. Ref: N/A. PI (University of Deusto): Igor Santos Budget (University
of Deusto): 43,436.94

VESSEDIA: VERIFICATION ENGINEERING OF SAFETY AND SECURITY CRITICAL INDUSTRIAL AP-
PLICATIONS. Funded by: H2020. 2016-DS-01 Ref: N/A. PI (University of Deusto): Igor
Santos Budget (University of Deusto): 352,125 Euros

SOCIAL SPAM: SEGUIMIENTO Y FILTRADO DE SPAM PERSONALIZADO EN MEDIOS SOCIALES ME-
DIANTE MODELOS DE DIFUSION Y ANALISIS DE CONTENIDO. Funded by: Gobierno Vasco
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TD - CISIS, SOCO-ICEUTE. Funded by: Eusko jaurlaritza - Gobierno Vasco. Ref: RC-2014-
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VEMAS: SISTEMA INSTALADO “EN LA NUBE” PARA LA VERIFICACION FORMAL DEL SOFTWARE
Y LA MEDIDA DE SU CALIDAD, DESDE LOS COMPILADORES E INTERPRETES QUE EJECUTAN EL
CODIGO HASTA LAS APLICACIONES. Funded by: Consultoria Tecnoldgica para el comercio, SL
(CONSULTEC), Avangroup Bussiness Solutions S.L. Research Contract. Ref: N/A. PI: Borja
Sanz Urquijo. Budget: 44,161 Euros

ACSAS — ANALISIS DE CAMPANAS Y SENSIBILIDAD A LA AMBIGUEDAD LINGUISTICA PARA LA
MEJORA DEL FILTRADO DE SPAM. Funded by: AVANGROUP BUSINESS SOLUTIONS S.L. Re-
search Contract. Ref: N/A. PI: Igor Santos. Budget: 8,000 Euros

APPSEYE. HERRAMIENTA DE MONITORIZACION Y ANALISIS DE MERCADOS DE APLICACIONES
PARA DISPOSITIVOS MOVILES. Funded by: Ministerio de Economia y Competitividad. Ref:
N/A. PI: Pablo Garcia Bringas. Budget: 74,278 Euros
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[G.59] COLLABORATION IN FP7-SOURCE PROJECT. Funded by: Tecnalia. Research Contract Ref:
N/A. PI: Igor Santos Budget: 9,000 Euros

[G.58] FIPS: FUTURE INTELLIGENT PRODUCTION SYSTEM. Funded by: ONR, US Navy. Ref: N/A.
PI: Igor Santos Budget: 137,078 Euros

[G.57] GREENAPPCODE: EFICIENCIA ENERGETICA EN EL DESARROLLO DE SOFTWARE. Funded by:
Consultora Tecnoldgica para el Comercio (Consultec). Research Contract. Ref: N/A. PI:
Pablo Garcia Bringas Budget: 57,528 Euros

[G.56] H2-HLA, HERRAMIENTA PARA EL TIPADO DE ALTA RESOLUCION Y DE ALTA CAPACIDAD DE AN-
TiGENOS HLA. Funded by: Ministerio de Economia y Competividad. Research Contract. Ref:
N/A. PI: Igor Santos. Budget: 176,689 Euros

[G.55] HACKOBOT. Funded by: Telefénica Digital S.L. Research Contract. Ref: N/A. PI: Igor San-
tos. Budget: 15,000 Euros

[G.54] HAIS 2015. Funded by: Eusko jaurlaritza - Gobierno Vasco. Ref: N/A. PI: Igor Santos
Budget: 30,000 Euros

[G.53] NEWCALIP: DISENO Y DESARROLLO DE UNA NUEVA GENERACION DE MORDAZAS DE FRENO
PARA EL SECTOR EOLICO CON MAQUINABILIDAD OPTIMA. Funded by: Fundaciones Garbi,
S.A. Research Contract. Ref: N/A. PI: Iker Pastor Lépez. Budget: 20,000 Euros

[G.52] NOTT: DISENO Y DESARROLLO DE NUEVAS CARCASAS DE REDUCTORA PARA EL SECTOR DEL
FERROCARRIL LIBRES DE TENSIONES RESIDUALES SIN NECESIDAD DE APLICAR TRATAMIENTOS
TERMICOS. Funded by: Fundaciones Garbi, S.A. Research Contract. Ref: N/A. PI: Iker Pastor
Lépez. Budget: 5,000 Euros

[G.51] PARKGLE: SISTEMA ONLINE Y AUTOMATICO DE BUSQUEDA DE APARCAMIENTO LIBRE EN LA
CALLE. Funded by: SERIKAT S.L. Research Contract. Ref: N/A. PI: Sergio Huerta Lara.
Budget: 16,000 Euros

[G.50] PILOTO DE AUDITORIA DE ESPACIOS PROMOCIONALES PARA EROSKI. Funded by: LANIT SOLU-
CIONES TECNOLOGICAS S.L. Research Contract. Ref: N/A. PI: Borja Sanz. Budget: 5,000
Euros

[G.49] PRINT3: NUEVA PLATAFORMA PARA MONITORIZACION Y CONTROL PREDICTIVO IN-
TELIGENTE EN LA INDUSTRIA. Funded by: AVANGROUP BUSINESS SOLUTION S.L., Fundi-
ciones Garbi S.A, Gerdau Aceros Especiales Europa S.L. Research Contract. Ref: N/A. PI:
Javier Nieves. Budget: 175,000 Euros

[G.48] PRINT2: PLATAFORMA PARA LA MONITORIZACION Y CONTROL PREDICTIVO INTELIGENTE EN LA
INDUSTRIA. Funded by: AVANGROUP BUSINESS SOLUTION S.L., Fundiciones Garbi S.A.,
Gerdau Aceros Especiales Europa S.L. Research Contract. Ref: N/A. PI: Igor Santos Budget:
62,000 Euros

[G.47] PROGENIKA 2014. Funded by: Progenika GRIFOLS S.A. Research Contract. Ref: N/A. PI:
Igor Santos Grueiro. Budget: 24,000 Euros

[G.46] RETTO-PLATFORM. Funded by: Ministerio de Economia y Competitividad. Programa IN-
NPACTO 2012. Ref: N/A. PI: Pablo Garcia Bringas. Budget: 172,715 Euros
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SARA. SISTEMA AVANZADO DE RESGUARDO CONTRA AMENAZAS ONLINE. Funded by: Ministe-
rio de Economia y Competitividad. Programa INNPACTO 2012. Ref: N/A. PI: Pablo Garcia
Bringas. Budget: 17,215 Euros

OPENDASH: DASHBOARD Y BUSINESS INTELLIGENCE (BI) UTILIZANDO OPENDATA. Funded
by: Fidelnet Comunicacién S.L., ZYLK.NET S.L., PROSPEKTIKER, S.A. ,CODESYNTAX S.L.
Research Contract. Ref: N/A. PI: Diego Lopez de Ipifia. Budget: 20,000 Euros

CENIT NEOGENIUS PROTEOMIKA SL TRAMO A. Funded by: Ministerio de Industria. CDTI
2012. Research Contract. Ref: N/A. PI: Pablo Garcia Bringas. Budget: 65,875 Euros

NEOBIO. NUEVOS PRODUCTOS PARA LA SALUD REPRODUCTIVA Y PRENATAL. Funded by: Eusko
jaurlaritza - Gobierno Vasco. Programa ETORGAI 2012. Ref: ER-2012/00015. PI: Pablo
Garcia Bringas. Budget: 109,000 Euros

PRINT. NUEVA PLATAFORMA PARA MONITORIZACION Y CONTROL PREDICTIVO INTELIGENTE EN
LA INDUSTRIA. Funded by: Eusko Jaurlaritza - Gobierno Vasco. Programa ETORGAI 2012.
Ref: ER-2012/00028. PI: Pablo Garcia Bringas. Budget: 40,000 Euros

PROMEC. NUEVAS TECNICAS DE PREDICCION DE PROPIEDADES MECANICAS EN MATERIALES
REFORZADOS CON NANOPARTICULAS. Funded by: Diputacion Foral de Vizcaya. Centros de
Excelencia 2012. Ref: 6/12/TK/2012/00012. PI: Pablo Garcia Bringas. Budget: 150,682
Euros

DICOMA. DISASTER CONTROL MANAGEMENT. Funded by: ITEA2 Program and Ministry of
Industry of Spain. Ref: 201100050147418. PI: Pablo Garcia Bringas. Budget: 13,125 Euros

PROGENIKA1. PROYECTO DE EXPERIMENTACION CON INFORMACION GENETICA PARA SECUEN-
CIACION HUMANA. Funded by: PROGENIKA S.A. Research Contract. Ref: N/A. PI: Pablo
Garcia Bringas. Budget: 120,600 Euros

PROGENIKA2. CLASIFICACION DE INDIVIDUOS AFINES A CANCER DE PULMON.. Funded by:
PROGENIKA S.A. Research Contract. Ref: N/A. PI: Pablo Garcia Bringas. Budget: 34,000
Euros

IPRO: INTELLIGENT FOUNDRY BUSINESS PROCESS. Funded by: Eurostars. Ref: N/A. PI: Pablo
Garcia Bringas. Budget: 12,000 Euros

MARSOL. MODELOS DE PROPAGACION DE MALWARE A TRAVES DE REDES SOCIALES ON-LINE.
Funded by: Ministerio de Ciencia e Innovacién. PLAN NACIONAL DE I+D 2011 . Ref:
TIN2011-29709-C02-02. PI: Pablo Garcia Bringas. Budget: 12,705 Euros

LIPOUNIVERSAL. PLATAFORMA INTEGRAL PARA EL DIAGNOSTICO UNIVERSAL DE LA HIPER-
COLESTEROLEMIA FAMILIAR. Funded by: Ministerio de Economia y Competitividad. Pro-
grama INNPACTO 2011. Ref: 201460000027639. PI: Pablo Garcia Bringas. Budget: 391,124
Euros

MANAFUN. DESARROLLO DE NUEVOS MATERIALES DE FUNDICION DE ALTAS PRESTACIONES
REFORZADOS CON NANOPARTICULAS.. Funded by: Bizkaiko Foru Aldundia - Diputacién Foral
de Bizkaia. Programa Centros de Excelencia 2011. Ref: 6-12-TK-2011-01. PI: Pablo Garcia
Bringas. Budget: 36,075 Euros
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HANTURATECH. NUEVAS TECNOLOGIAS PARA LA IDENTIFICACION Y VALIDACION DE CAN-
DIDATOS TERAPEUTICOS EN INFLAMACION . Funded by: Eusko Jaurlaritza - Gobierno Vasco.
Programa ETORGAI 2011. Ref: ER-2011/00015. PI: Pablo Garcia Bringas. Budget: 104,000
Euros

GNOSS. DESARROLLO DE ALGORITMOS DE INTELIGENCIA ARTIFICIAL APLICADOS A LA AGRE-
GACION, BUSQUEDA FACETADA Y RAZONAMIENTO PARA GNOSS.COM. Funded by: Ministerio de
Industria. CDTI. Ref: 200900005003309. PI: Pablo Garcia Bringas Budget: 48,000 Euros

DEUSTO FOR KNOWLEDGE - D4K, GRUPO DE INVESTIGACION RECONOCIDO POR EL SISTEMA
UNIVERSITARIO VASCO. Funded by: Eusko Jaurlaritza - Gobierno Vasco. Departamento de
Universidades e Investigacién, 2010. Centros de Conocimiento. Ref: IT-551-10 . PI: Pablo
Garcia Bringas Budget: 119,067 Euros

METALCLOUD: ORGANIZACION COLECTIVA DE CONOGIMIENTO TECNICO PARA LAS EMPRE-
SAS DEL SECTOR DE FUNDICION. Funded by: Bizkaiko Foru Aldundia - Diputacién Foral de
Bizkaia, Programa Bizkaiberri, Centros de Excelencia, 2010. Ref: 6-12-TK-2010-0011. PI:
Pablo Garcia Bringas. Budget: 203274 Euros

SAREAK: SARE-SOZIALETAN ERREPUTAZIOA ETA AURRISKUAK KUDEATZEN, SISTEMA INTELIGENTE

DE GESTION DE SEGURIDAD. Funded by: Eusko Jaurlaritza - Gobierno Vasco. Programa
Saiotek 2010. Ref: S-PE10FDO4. PI: Pablo Garcia Bringas. Budget: 85,322 Euros

GUARANTEE II: GUARDIAN ANGEL FOR EXTENDED HOME ENVIRONMENT [PART II]. Funded
by: ITEA2. Ref: TSI-020400-2010-83. PI: Pablo Garcia Bringas. Budget: 19,394 Euros

GUARANTEE I : GUARDIAN ANGEL FOR EXTENDED HOME ENVIRONMENT [PART I]. Funded by:
ITEA2. Ref: TSI-020400-2009-110. PI: Pablo Garcia Bringas. Budget: 27,607 Euros

OGRC: NUEVAS SOLUCIONES OGRC PARA EL CUMPLIMIENTO DE POLITICAS Y SEGURIDAD DIG-
ITAL. Funded by: Ministerio de Ciencia e Innovacion. Programa INNPACTO 2010. Ref:
IPT-430000-2010-043. PI: Pablo Garcia Bringasz. Budget: 158,608 Euros

FUTURE INTERNET. A FUTURE INTERNET PROGRAMME. Funded by: Eusko Jaurlaritza - Go-
bierno Vasco. Programa ETORTEK 2010. Ref: IE11-316. PI: Diego Lopez de Ipifia. Budget:
142,359 Euros

COMALTO. DESARROLLO DE MATERIALES POLIMERICOS REFORZADOS CON FIBRAS DE BASALTO
PARA APLICACIONES ESTRUCTURALES. Funded by: Bizkaiako Foru Aldundia - Diputacion Foral
de Bizkaia. Programa Centros de Excelencia 2011. Ref: 6-12-TK-2011-026. PI: Pablo Garcia
Bringas Budget: 36,375 Euros

BRAINWAVE. SISTEMA DE SUPERCOMPUTACION CON LA TECNOLOGIA GPGPU. Funded by:
Bizkaiko Foru Aldundia - Diputacién Foral de Bizkaia. Programa Centros de Excelencia 2011.
Ref: 6-12-TK-2011-09. PI: Pablo Garcia Bringas. Budget: 220,201 Euros

CONAN. ANALISIS DE NANO-AGREGADOS CB (CARBON-BLACK). Funded by: Bizkaiko Foru
Aldundia - Diputacién Foral de Bizkaia, Programa Bizkaiberri, Centros de Excelencia, 2010.
Ref: NEG.86/11 . PI: PI: Pablo Garcia Bringas Budget: 40,000 Euros

NEMESIS. MINERIA DE DATOS EFICIENTE SOBRE UN SISTEMA DE SUPERCOMPUTACION. Funded
by: Eusko Jaurlaritza - Gobierno Vasco. Programa Gaitek 2010. Ref: 1G-2012/00365. PI:
Pablo Garcia Bringas. Budget: 10,322 Euros
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[G.19]

[G.18]

[G.17]

[G.16]

[G.15]

[G.14]

[G.13]

[G.12]

[G.11]

[G.10]

[G.9]

[G.8]

[G.7]

BRANKA4U. EVOLUCION DE LOS SERVICIOS BANCARIOS HACIA EL FUTURO. Funded by: Eusko
jaurlaritza - Gobierno Vasco. Programa ETORGAI 2010. Ref: N/A. PI: Pablo Garcia Bringas.
Budget: 86,501 Euros

BRANKA: FACTORIZACION DE LA INDUSTRIA DEL SOFTWARE. TRAMO B. Funded by: Eusko
Jaurlaritza - Gobierno Vasco. Programa ETORGAI 2010. Ref: N/A. PI: Pablo Garcia Bringas.
Budget: 19,166 Euros

BRANKA: FACTORIZAGCION DE LA INDUSTRIA DEL SOFTWARE. TRAMO A. Funded by: Eusko
Jaurlaritza - Gobierno Vasco. Programa ETORGAI 2010. Ref: N/A. PI: Pablo Garcia Bringas.
Budget: 40,000 Euros

TQC2: CONTROL PREDICTIVO EN LINEA DE CARACTERISTICAS EN PIEZAS DE ALUMINIO. Funded
by: Azterlan Centro Metalurgico de Investigacion. Research Contract. Ref: N/A. PI: Pablo
Garcia Bringas. Budget: 30,000 Euros

TQC1: MINIMIZAGION DE LA DEFECTOLOGIA MEDIANTE LA INTEGRACION DE HERRAMIENTAS
DE PREDICCION DE COMPORTAMIENTO. Funded by: Azterlan. Research Contract. Ref: N/A.
PI: Pablo Garcia Bringas. Budget: 36,000 Euros

POLIFEMO: DETECCION Y ANALISIS DE DEFECTOS SUPERFICIALES EN FUNDICION GRAFITICO
ESFEROIDAL. Funded by: Ministerio de Ciencia e Innovacién. PLAN NACIONAL DE I+D.
Ref: CIT-020000-2009-008. PI: Pablo Garcia Bringas. Budget: 108,364 Euros

SIRIUS, FILTRADO DE CONTENIDOS PARA LA PROTECCION DE LA INFANCIA. Funded by: Eusko
Jaurlaritza - Gobierno Vasco. Programa GAITEK 2009. Ref: 1G-2009/00457. PI: Igor Santos
Budget: 47,625 Euros

CLOMA: ANALISIS Y DETECCION DE MALWARE EN CLOUD COMPUTING. Funded by: Eusko
Jaurlaritza - Gobierno Vasco. Programa Euskadi09+ 2009. Ref: UE09+/77 . PI: Igor Santos
Budget: 45,725 Euros

NEGOBOT: ANALISIS CONVERSACIONAL PARA PROTECCION DE LA INFANCIA EN REDES SO-
CIALES. Funded by: Eusko Jaurlaritza - Gobierno Vasco. Programa Euskadi09+ 2009. Ref:
UE09+/100. PI: Pablo Garcia Bringas. Budget: 67,018 Euros

ANALISIS DE DEFECTOS SUPERFICIALES EN PIEZAS DE FUNDICION GE. DESARROLLO DE VISION
ARTIFICIAL ORIENTADA A VARIABLES DE SALIDA EN EL SISTEMA DE GESTION INTEGRAL DEL
PROCESO DE TRANSFORMACION METALICA. Funded by: Bizkaiko Foru Aldundia - Diputacion
Foral de Bizkaia, Programa Ekinberri 2009. Ref: N/A. PI: Pablo Garcia Bringas. Budget:
107,072 Euros

FFBIC: FUTURE FOUNDRY BUSINESS INTELLIGENCE CENTRE. Funded by: Ministerio de Indus-
tria. Plan Avanza 2009. Ref: N/A. PI: Pablo Garcia Bringas: 1,013,000 Euros

TRUSTED BANKING: SECURE, TRUST AND RESILLENCE PLATFORM FOR BANKING. Funded by:
Ministerio de Industria. Plan Avanza 2008. Proyecto Tractor. Ref: N/A. PI: Pablo Garcia
Bringas. Budget: 40,000 Euros

SECADMON: PROVISION DE SERVICIOS ELECTRONICOS SEGUROS EN ADMINISTRACION ELEG-
TRONICA. Funded by: Eusko Jaurlaritza - Gobierno Vasco. Programa Innotek 2008. Ref:
IT-2008/00332. PI: Pablo Garcia Bringas. Budget: 64,692 Euros
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[G.6] DESARROLLO DEL LABORATORIO S3LAB DFB - LABORATORY FOR SMARTNESS, SEMANTICS AND
SECURITY, COMO CENTRO DE EXCELENCIA EN I4+D+1.. Funded by: Bizkaiko Foru Aldundia
- Diputacién Foral de Bizkaia 2008. Ref: N/A . PI: Pablo Garcia Bringas Budget: 560,000
Euros

[G.5] DESARROLLO DEL LABORATORIO S3LAB PLAN AVANZA - LABORATORY FOR SMARTNESS, SEMAN-
TICS AND SECURITY, COMO CENTRO DE CONTENIDOS EXPERIMENTALES. Funded by: Ministe-
rio de Industria. Plan Avanza 2007. Centros de Conocimiento. Ref: N/A . PI: Pablo Garcia
Bringas Budget: 1,000,000 Euros

[G.4] ESIDE-METALCOMPRESSION: MODELO DE ANALISIS DE PARAMETROS DE FUNDICION ESFER-
OIDAL BASADO EN TECNICAS DE COMPRESION BAYESIANA. Funded by: Bizkaiko Foru Aldundia
- Diputacion Foral de Bizkaia, Programa Ekinberri 2008. Ref: N/A . PI: Pablo Garcia Bringas
Budget: 60,184 Euros

[G.3] ESIDE-METALCOMPRESSION: MODELO DE ANALISIS DE PARAMETROS DE FUNDICION ESFER-
OIDAL BASADO EN TECNICAS DE COMPRESION BAYESIANA. Funded by: Bizkaiko Foru Aldundia
- Diputacion Foral de Bizkaia, Programa Ekinberri 2008. Ref: N/A . PI: Pablo Garcia Bringas
Budget: 60,184 Euros

[G.2] CENIT SEGUR@: SEGURIDAD Y CONFIANZA EN LA SOCIEDAD DE LA INFORMACION, TRAMO A.
Funded by: Ministerio de Industria. CDTI. Programa Cenit 2007. Ref: N/A. PI: Pablo Garcia
Bringas. Budget: 550,000 Euros

[G.1] CENIT SEGUR@: SEGURIDAD Y CONFIANZA EN LA SOCIEDAD DE LA INFORMACION, TRAMO B.
Funded by: Ministerio de Industria. CDTI. Programa Cenit 2007. Ref: N/A. PI: Pablo Garcia
Bringas. Budget: 138,659 Euros

Former PhD Students

— Iskander Sanchez-Rola, 2014-2019
(co-advised along with Prof. Davide Balzarotti, Institute Eurecom)

Awarded as one the best PhD Thesis from Spain by the Spanish Scientific Society of
Computer Science (“Sociedad Cientifica de Informatica de Espaiia”, SCIE)

Now, Principal Researcher of Web Security at NortonLifeLock Research Group (formerly, Symantec
Research Labs)

— Ivan Garcia Ferreira, 2012-2015
(co-advised along with Prof. Pablo G. Bringas, University of Deusto)

Now, General CyberSecurity Director at CaixaBank (major financial firm in Spain)

— Xabier Ugarte-Pedrero, 2011-2015
(co-advised with Prof. Pablo G. Bringas, University of Deusto)

Awarded as the best PhD dissertation of the University of Deusto (“Premio Ignacio El-
lacuria”), 2015

Now, Researcher at CISCO Security Intelligence and Research group
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— Jorge de-la-Pefia-Sordo, 2011-2014
(co-advised with Prof. Pablo G. Bringas, University of Deusto)

Now, Senior Engineer of Digital Transformation in Ingeteam R&D

— Aitor Santamaria-Ibirika, 2011-2014
(co-advised with Prof. Pablo G. Bringas, University of Deusto)
Now, Senior Staff Al Software Engineer at Sony Santa Monica Studio

— Félix Brezo 2012- 2014
(co-advised with Prof. Pablo G. Bringas, University of Deusto)

Now, Transparency Engineer at Network Tokenization at Telefénica

— Iker Pastor-Lépez 2011- 2013
(co-advised with Prof. Pablo G. Bringas, University of Deusto)

Now, Assistant Professor at the University of Deusto

PhD Jury Membership

— Platon Kotzias — IMDEA Software Institute — Technical University of Madrid, 2019
— Enaitz Ezpeleta — Mondragon University, Spain, 2016

— Borja Sanz Urquijo — University of Deusto, Spain, 2012

Awards and Honors

2015 - “Profesor Titular de Universidad” — Associate Professor

— Issued by the Spanish “Agencia Nacional de Evaluaciéon de la Calidad y Acreditacion
(ANECA)”

— The accreditation/certification allows the awarded to access to the Spanish public uni-
versity Associate Professor civil servant positions.

2014 — Best Paper Award — ENIAC’14 Sao Carlos, Brazil.

2014 - ICT Security Research Award for the project NEGOBOT- “Red Seguridad” magazine.
2013 — Korea Eureka Day Award for the Most Innovative Project Proposal — Eureka.

2010 - 2nd Prize Santander-UD Research Award — Banco Santander.

2009 - Student Travel Grant Award — ICROS-SICE International Joint Conference, Fukuoka, Japan.
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Teaching Activity

PhD & MSc Courses

— Scientific Methodology
Faculty of Engineering,
PhD on Computer Science,
University of Deusto
Academic years: 2019/2020, 2018/2019, 2017/2018, 2016/2017, 2015/2016, 2014/2015,
2013/2014, 2012/2013
— Advanced Artificial Intelligence
Faculty of Engineering
PhD on Computer Science
University of Deusto.
Academic year: 2019/2020, 2018/2019, 2017/2018, 2016/2017, 2015/2016, 2014/2015,
2013/2014
— Advanced Artificial Intelligence
Faculty of Engineering
MSc on Computer Science
University of Deusto.
Academic year: 2013/2014

— New Approaches for Malware Detection
Faculty of Engineering,
MSc in System Security,
University of Deusto
Academic years: 2013/2014, 2012/2013, 2011/2012, 2010/2011

Undergraduate Courses

— Computer Programming I
Graduate on Computer Science, Graduate on Telecommunications
Faculty of Engineering
University of Deusto
Academic years: 2015/2016, 2015/2014

— Software Requirements
Double Degree in Computer Science and Business Administration
Faculty of Economics and Business Administration-ESTE
University of Deusto
Academic years: 2012/2013
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Computer Programming (Industrial Engineering)
Degree in Industrial Engineering

Faculty of Engineering

University of Deusto

Academic years: 2011/2012

Computer Programming II

Degree in Computer Science & Double Degree in Computer Science & Business Administration
Faculty of Engineering & Faculty of Economics and Business Administration-EST

University of Deusto

Academic years: 2010/2011

Coordination Activities

Member of the Council of the PhD Program of the Faculty of Engineering. 4th Vocal.
2020/2019, 2019/2018, 2018/2017

Professional Activities

Conference & Session Chair

2021 Publication Chair of the 2020 International Symposium on Research in Attacks, Intru-
sions and Defenses (RAID), Donostia-San Sebastian, Spain

2020 Publication Chair of the 2020 International Symposium on Research in Attacks, Intru-
sions and Defenses (RAID), Donostia-San Sebastian, Spain

2015 General Local Chair of the 2015 International Conference on Hybrid Artificial Intelligent
Systems (HAIS), Bilbao, Spain.

2015 Special Session Chair of the 2015 International Conference on Computational Intelli-
gence in Security for Information Systems (CISIS), Burgos, Spain.

2014 Session Chair of the 2014 International Conference on Computational Intelligence in
Security for Information Systems (CISIS, Bilbao, Spain.

2011 Session Chair of 2011 Database and Expert Systems Applications Conference (DEXA),
Toulouse, France.

Program Committee Membership

“Usenix Security Conference” (Usenix Sec) — (2022, 2023)

— “The Web Conference (former WWW)” (WebConf) — (2022, 2023)

International Conference on Computational Intelligence in Security for Information Systems
(CISIS) - (2022, 2021, 2020, 2019, 2018, 2017, 2016, 2015, 2014, 2013, 2012, 2011)
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— International Conference on Soft Computing Models in Industrial and Environmental Appli-
cations (SOCO) — (2022, 2021, 2020, 2018, 2017, 2016, 2015, 2014, 2013, 2012, 2011)

— Hybrid Intelligent Artificial System (HAIS) - (2022, 2021, 2020, 2019,018, 2017, 2016, 2015,
2014, 2013, 2012)

— ‘Jornadas Nacionales de Investigacién en Ciberseguridad” (JNIC) - (2016, 2015)

— Database and Expert System Applications (DEXA) — (2018, 2017, 2016, 2015, 2014, 2013,
2012, 2011)

— International Conference on Information Assurance and Security (IAS) — (2012, 2011)
— CUBE Conference —(2012)

— International Database Engineering & Applications Symposium (IDEAS) — (2012, 2011)

Journal Reviewer
— IEEE Transactions on Information Forensics & Security.
— Journal of Network and Computer Applications.
— Journal of Information Security and Applications.Approx
— Journal of Systems and Software.
— ACM Transactions on Privacy & Security (TOPS))
— Computers & Security.
— Information Sciences.
— Neurocomputing.

— Logic Journal of the IGPL.

I may have reviewed papers for other journals, but eventually I have forgotten their names and
the papers I reviewed...

Additional Information

My personal website (athttps://santosgrueiro. com) also contains additional information about
my professional activity.

If you need any additional information about my professional activity or any other documents
such as my research or teaching agenda, do not hesitate to contact me.
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